Creating User accounts on

computers using Windows 7
(A guide for parents and carers)



Guidance for creating use accounts in Windows 7

This guidance is for parents and carers who wish to give their children their own logon
accounts to Windows on home computers.

Enabling each user to have their own accounts allows parents to exercise control over many
aspects of t heir childrenbés uses of home
system, Windows 7 this also includes activating parental controls on the account.

As most homes do not run a server-based system, each computer in the house may need
user accounts setup.

WARNING. As the authors of this guidance do not know your particular computer, the
version of its operating system and other information, no warranty for these
instructions is given, or implied. The authors cannot be held liable for system failures
as a result of using this guide. While it is expected that in most cases, the instructions
contained here will work, users should consult their own documentation, and/or seek
advice from a computer specialist.

Why have user accounts?

User accounts enables different settings to be applied and restricts access to some files and
folders. For example, a child logging onto a computer would not be able to see any
documents that their parents or carers have stored, unless those documents are placed in a
shared location. It is also possible to make changes to the way internet explorer works.

Imposing the requirement to log onto home computers teaches and reinforces good IT
practice. Your child will need to log on to school, college and workplace networks. The
sooner they get into the habit of remembering, keeping secure, and using their own logon
credentials the better.

Having user accounts gives parents peace of mind as it is possible to limit when the internet
is active on a child account, limit where the internet can take them, and provide user reports
to the computer administrator.

Will user accounts protect my children?

The short answer is fANooO. Tl tparanting, ansl thereo arehnio
automated systems that offer a guaranteed, 100% wrap-around protection against harmful
material or people on the internet. What this will do, however, is give you a greater degree of
control, allow you to support the school in their ICT lessons around network security, and
above all, teach your children good habits.
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But there ARE benefits to doing this?

Yes. YOU will have control over when your children can access the internet and the degree
to which they can do so. Unacceptable material may still find its way in, but you will have
taken a major step forward to addressing this worrying event. Having User Accounts set up
allows you to:-

U0 Make sure that only you can add or remove programmes from your computer

U Determinewheny our chil dés i oo gan set blocks o time wher they
cannotlogonit hat way you know they arendét online |

U0 Set up Parental Controls that can email you information such as internet searches
made. (This is not covered within the scope of this document, however, part of
the setup invites parents to activate parental controls if they wish. If you
accept, from then on, the system will guide you through the choices you have
available.)

U You also have some control over internet filtering i however, no filter can ever be
guaranteed to be 100% reliable. The question of whether to filter is a tricky one, as
if you set filter controls too severely, all that happens in reality is that children will
seek the material they want elsewhere. At least if you do not apply filter settings, your

user reports will tell you what searches they are making!

Word 2010 Essentials Course Booklet i East Sussex Schools Application Support SIMS| ACCREDITED
3

D Support Team



Setting up a user account in Windows 7

1) Go to the Start Button on the lower left hand side of your screen. Click it.
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Some people find it is easier to see the whple of the contents of Control Panel, and
prefer the more detailed view at the top fOf this page. To access this view, select
AView by small iconso at the top of the
this is the view you have.

Clicking on User Accounts brings you to this screen.
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@\J'l% » Control Panel » All Control Panel Items » User Accounts

Control Panel Home
Make changes to your user account

Manage your credentials
Change your passwerd ’ .
Create a password reset disk . B} Chris
EMoVE your passwor ]
Change your picture
Configure advanced user .
profile properties ?j Change your account name
&
Change my environment & Change your sccount type
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Administrator, and then add
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Follow the instructions that will appear when you click. Rassword Protect this

account.

Next we need to add a chi
bring you here. And we need to Create a New Account.
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a ounto This will

@Qvlﬂi‘ + Control Panel + All Control Panelltems » User Accounts + Manage Accounts /

Choose the account you would like to change

Chris y| Kendra
Administrator Standard user
Password protected \ Password protected

Guest
Guest account is off

Create a new account

What is a user account?

Additional things you can do
) Set up Parental Controls

Go to the main User Accounts page
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First, you give the account a name. This
username is a firstname and surname initial. So Jane Smith would be JanesS. It is
entirely your choice.

The next thing is that you do not want this account to have adrgiStrator privileges,

so it needs to be a Standard Account

f Fole(astei
a ! 2

TH name will appear on the Wi reen and on the Start menu. 9 3

account name

@ Standard user
Standard account users can use mest seftware and change system settings that do not affect other users or
the security of the computer.

) Administrator
Administrators have complete access to the computer and can make any desired changes. Based on
notification settings, administrators may be asked to provide their password or confirmation before

making changes that affect other users.
Monday

We recommend that you protect every account with 2 strong password,

Why is 2 standard account recommended?

Creste Account March 2012

Why no word on Hou...
Seavey becomes you...
Marines asked o dis...
PET: Lions give Johns...
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Next, click on Create Account. This will bring you here, and you can clearly see
the new account you have created.
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Go to the main User Accounts page PET: Lions give Johns...

4 9396 v

Y 0
ma/ w/ / / % % & Santander

l

NGRS “

comp\ter will need

disk and we will look at this later. To set JaneS password, click on the account.
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Make changes to JaneS's account

2, <« All Control Panelltems » User Accounts » Manage Accounts b Change an Account - Search Contral Panel m
Forecasted |
\ |

Change the account name - - 9 3

Create a password ‘ JaneS
Standard user
|-

Change the accoultype
Delste the account

Manage ancther accoint

March 2012

Primary slog will hav...
Bear bites woman ...
Gasoline drives cons...
Rara Marilyn Monro...
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And then C|ICk here to create the password.

This brings you to this screen, and it also brings you to the need to consider a
password hint that the user will see if they forget theirs. The password hint must
NOT be the password itself.

@uvﬁg « User Accounts » Manage Accounts » Change an Account » Create Password

Create a password for JaneS's account

| JaneS
g Standard user

You are creating 3 password for JaneS.

If you do this, Jane$ will lose all EFS-encrypted files, p I certifi nd stored
sites or network resources.

To avoid losing data in the future, ask JaneS to make a password reset floppy disk.

New password
Confirm new password
If the password contains capital letters, they must be typed the same way every time.
How to create a strong password
March 2012
Type a password hint
The password hint will be visible to everyone who uses this computer.

Goldman, roiled by ...
What is a password hint? ¥

Does our time in the ..
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Debate rages over M...
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Type the new password twice. (Here, we have chosen the location of the last holiday
and the house number. Please see our advice on complex passwords later.)
Password : majorcal8

Confirm : Majorcal8

Password hint: Last holiday and number.
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More about passwords.

Passwords are usele s s i f everyone knows everyone el s
administrator password secret, as should your partner. You and your partner need
administrator rights, but your children do not. If they get to know your password, (and

children tend to do this really quickly) they can log on as you, and your efforts will

have been wasted.

You should also change your administrator passwords regularly.
As children grow, it is good practice to get them used to thinking about complex
passwords, as this is the standard they will need to work to in upper secondary

school, university or college and the workplace.

A Aistrongod password i s defined as 8 or m
punctuation characters, numbers and a mixture of upper and lower case letters.

It is not as hard as it sounds. Here are some ideas to get you started.

Word Strong password
Canalboat cC@ON@IbO@t
railways r&IlLw@ys
homework hOm3wORk
It doesnb6t take |l ong to get into a good pass)\

Remember, a password may as well not be there if it becomes known, or is
easy to guess, and this includes yours as the computer administrator.
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Setting up Parental Controls.

This is one of the major strengths of Windows 7 and is well worth taking a look at.

@va} » Contral Panel + All Control Panelliems + Parental Cantrols » User Contrals

Set up how JaneS will use the computer
Parental Controls: Current Settings:

| Janes
| Standard user
| No Password

Parental Controls:

) On, enforce current settings

Windows Settighs

Time ligits
J Controffivhen Janes uses the computer

Monday
Contrffl games by rating, content, or title

Alloyffand block specific programs
EL alloff and block any programs on your computer

March 2012

CBT: NC State knock...
Gay-spying verdict s...
PFT: 49ers enter the ..
Antibiotic resistance:...

m

/ /////// / . 4 & Santander

You can find it here. The first thing to do is to turn it on by selecting the On, enforce
current settings radio button.

This makes a slight change to this screen.

You can now work through the three options that have appeared.

Let 6 s st a'me Limwitsogtiontwinah is usually of most interest to parents.
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