Creating User accounts on

computers using Windows 7
(A guide for parents and carers)



Guidance for creating use accounts in Windows 7

This guidance is for parents and carers who wish to give their children their own logon
accounts to Windows on home computers.

Enabling each user to have their own accounts allows parents to exercise control over many
aspects of their children’s uses of home computers. With the latest Windows operating
system, Windows 7 this also includes activating parental controls on the account.

As most homes do not run a server-based system, each computer in the house may need
user accounts setup.

WARNING. As the authors of this guidance do not know your particular computer, the
version of its operating system and other information, no warranty for these
instructions is given, or implied. The authors cannot be held liable for system failures
as a result of using this guide. While it is expected that in most cases, the instructions
contained here will work, users should consult their own documentation, and/or seek
advice from a computer specialist.

Why have user accounts?

User accounts enables different settings to be applied and restricts access to some files and
folders. For example, a child logging onto a computer would not be able to see any
documents that their parents or carers have stored, unless those documents are placed in a
shared location. It is also possible to make changes to the way internet explorer works.

Imposing the requirement to log onto home computers teaches and reinforces good IT
practice. Your child will need to log on to school, college and workplace networks. The
sooner they get into the habit of remembering, keeping secure, and using their own logon
credentials the better.

Having user accounts gives parents peace of mind as it is possible to limit when the internet
is active on a child account, limit where the internet can take them, and provide user reports
to the computer administrator.

Will user accounts protect my children?

The short answer is “No”. There is nothing to beat watchful parenting, and there are no
automated systems that offer a guaranteed, 100% wrap-around protection against harmful
material or people on the internet. What this will do, however, is give you a greater degree of
control, allow you to support the school in their ICT lessons around network security, and
above all, teach your children good habits.
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But there ARE benefits to doing this?

Yes. YOU will have control over when your children can access the internet and the degree
to which they can do so. Unacceptable material may still find its way in, but you will have
taken a major step forward to addressing this worrying event. Having User Accounts set up
allows you to:-

» Make sure that only you can add or remove programmes from your computer

» Determine when your child’s logon is active — you can set blocks of time when they
cannot logon — that way you know they aren’t online late at night.

» Set up Parental Controls that can email you information such as internet searches
made. (This is not covered within the scope of this document, however, part of
the setup invites parents to activate parental controls if they wish. If you
accept, from then on, the system will guide you through the choices you have
available.)

» You also have some control over internet filtering — however, no filter can ever be
guaranteed to be 100% reliable. The question of whether to filter is a tricky one, as
if you set filter controls too severely, all that happens in reality is that children will
seek the material they want elsewhere. At least if you do not apply filter settings, your

user reports will tell you what searches they are making!
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Setting up a user account in Windows 7

1) Go to the Start Button on the lower left hand side of your screen. Click it.

&
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@& Internet Explorer

|©] Microsoft Outloglt 2010

8 rs-92
M Kindle

[P] Microsoft PdflerPoint 2010

> AlfPrograms
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Now click “Control Panel” Control Panel may look like this....

o @Qv@ v ContralPanel +

= [ 42 ][|5earch Control Panzi

Computer winf

Adjust

™

.

your computer’s settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet

Connect to the Intemet

View network status and tasks

Choose homegroup and sharing options

/ Hardware and Sound
View devices and printers
Add a device
Connect to  projector
Adjust commenly used mobility settings

Programs

Uninstall a program

View by: Category *

User Accounts and Family Safety
&) Add or remove user accounts
@ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
R Change keyboards or other input methods
@ Ease of Access

&

N

Let Windows suggest settings
Optimize visual display
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Or this...

~ =[E + ContralPanel + All Control Panel ems + [ 43| [ Search Control Panel
i/

Adjust your computer’s settings Viewby: Smallicons ¥

quam_ J
| |
¢ 10 2
9
(=g AutoPlay b Backup and Restare

% Date and Time

¥ Action Center £ Administrative Tools

Credential Manager @ Default Programs
24 Device Manager
Flash Player (32-bit)
& HomeGroup

€1 Internet Options
B Mail (32-bit)

I Color Management

[ Desktop Gadgets 3 Devices and Printers 15 Display

@ Ease of Access Center Falder Options
Blicloud

(] Java G2-bit)

IA Fonts

& Getting Started & Indexing Options

Monday

iI'S

March 2012

Intel(R) Graphics and Media & Keyboard
p
FA Mutti-finger

M Performance Information and Tools

Location and Other Sensors F Mouse
&8 Parental Controls

3 Power Optians

5% Network and Sharing Center B Notification Area Icons
I Phone and Modem

& Realtek HD Audic Manager

& personalization Programs and Features
# Region and Language
@) Sync Center

§2, User Accounts

B Windows Firewall

@ QuickTime (32-bit) &P Recovery

5 RemoteApp and Desktop Connections % Sound & Speech Recognition Cost of energy drives...

[ Taskbar and Start Menu
B Windows CardSpace
R Windows Mability Center

18 System [ Troubleshooting
Parents' last resort: ...
&, Windows Anytime Upgrade 8 Windows Defender

@ Windows Live Language Setting T Windows Update 14 years old: Too yo...

PIP breast implants —...

E'L..
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« [ 4| [Isearch Controt Panet

& )=[F + ControlPanel +

Adjust your computer’s settings View by: Category =

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet

Connect to the Intemet

View network status and tasks

Choose homegroup and sharing options

/ Hardware and Sound

View devices and printers
Add 3 device

Connect te a projector

Adjust commonly used mobility settings

Programs
Uninstall 2 program

Appearance and Personalizati
Change the theme

Change desktop background

Adjust screen resolution

User Accounts and Family Safety
) Add or remove user accounts
) Set up parental controls for any user
Clock, Language, and Re
= Change keybosrds or other inpffmethods

Ease of Access

Let Windows suggest settin,

Optimize visual display
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Child back pain 'linke...

r'/ 7 // "//
/ w.j/.ﬁ’
/////// / .

////%

////

7

& Santander

Some people find it is easier to see the whple of the contents of Control Panel, and

prefer the more detailed view at the top

Of this page. To access this view, select

“View by small icons” at the top of the page. From here on in, we will assume that

this is the view you have.

Clicking on User Accounts brings you to this screen.
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@\J'l% » Control Panel » All Control Panel Items » User Accounts

Control Panel Home

Manage your credentials
Create a password reset disk
Link online IDs

Configure advanced user
profile properties

Change my envirenment
wvariables

See also

% Parental Controls

Make changes to your user account

Change your passwerd
Remove your password
Change your picture

) Change your account name

) Change your account type

) Manage another account

) Change User Account! ol settings

Chris
Administrator
Password protected

Monday

March 2012

Video: Score! Basket...
Report: Assad's taste...
Sex scandal has yog...

1,000 refugees flood ...

A

From here, you want to set yourself up as a Computy
user accounts for everyone else. You can use your exi

”/////////

password to it.

Follow the instructions that will appear when you click.

account.

/‘/,////

& Santander

= W0 4405

Administrator, and then add
ing account and just add a

Rassword Protect this

Next we need to add a child’s account. Click on Manage Another Account. This will
bring you here. And we need to Create a New Account.

@Uvﬁg + Control Panel » All Control Panelltems » User Accounts + Manage Accounts

/

Choose the account you would like to change

Chris
Administrator
Password protected

Guest
Guest account is off

Create a new account

What is a user account?

Additional things you can do
) Set up Parental Controls

Go to the main User Accounts page

y| Kendra

Standard user
Password protected
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First, you give the account a name. This can be your child’s name. In most places, a
username is a firstname and surname initial. So Jane Smith would be JanesS. It is
entirely your choice.

The next thing is that you do not want this account to have adrgiStrator privileges,
so it needs to be a Standard Account

f Fole(astei
a ! 2

TH name will appear on the Wi reen and on the Start menu. 9 3

account name

@ Standard user
Standard account users can use mest seftware and change system settings that do not affect other users or
the security of the computer.

) Administrator
Administrators have complete access to the computer and can make any desired changes. Based on
notification settings, administrators may be asked to provide their password or confirmation before

making changes that affect other users.
Monday

We recommend that you protect every account with 2 strong password,

Why is 2 standard account recommended?

Creste Account March 2012

Why no word on Hou...
Seavey becomes you...
Marines asked o dis...
PET: Lions give Johns...

A 9396 ¥

f //////(/J/ (/E é//g/ / & Santander

Next, click on Create Account. This will bring you here, and you can clearly see
the new account you have created.

@@vﬁg » Control Panel + All Control Panel ltems » User Accounts b Man‘m(num o Search Control Panel %

f Forecasted
£ Choose the account you would like to chaifge : | h
9 3

4| Chris | Janes
g Administrator Standard user
8| Password protected |-
" I
|

j| Kendra
Stzndard user |

Password protected Cusgecountis off

Monday

March 2012

Create 2 new account Why no word on Hou...

What is a user account?
Seavey becomes you...
Additional things you can do Marines asked to dis.

& Set up Parental Controls

Go to the main User Accounts page PET: Lions give Johns...
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comp\ter will need

disk and we will look at this later. To set JaneS password, click on the account.
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Make changes to JaneS's account

2, <« All Control Panelltems » User Accounts » Manage Accounts b Change an Account - Search Contral Panel m
Forecasted |
\ |

Change the account name - - 9 3

Create a password ‘ JaneS
Standard user
|-

Change the accoultype
Delste the account

Manage ancther accoint

March 2012

Primary slog will hav...
Bear bites woman ...
Gasoline drives cons...
Rara Marilyn Monro...

A 4148 v

1", v
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And then C|ICk here to create the password.

This brings you to this screen, and it also brings you to the need to consider a
password hint that the user will see if they forget theirs. The password hint must
NOT be the password itself.

@uvﬁg « User Accounts » Manage Accounts » Change an Account » Create Password

Create a password for JaneS's account

| JaneS
g Standard user

You are creating 3 password for JaneS.

If you do this, Jane$ will lose all EFS-encrypted files, p I certifi nd stored
sites or network resources.

To avoid losing data in the future, ask JaneS to make a password reset floppy disk.

New password
Confirm new password
If the password contains capital letters, they must be typed the same way every time.
How to create a strong password
March 2012
Type a password hint
The password hint will be visible to everyone who uses this computer.

Goldman, roiled by ...
What is a password hint? ¥

Does our time in the ..
P

Like "Jaws'; Girl pulle...

Debate rages over M...

F
i

s 1,107 1
Uiy ,,,/4,,/@ ! e

Type the new password twice. (Here, we have chosen the location of the last holiday
and the house number. Please see our advice on complex passwords later.)
Password : majorcal8

Confirm : Majorcal8

Password hint: Last holiday and number.
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More about passwords.

Passwords are useless if everyone knows everyone else’s. You must keep your
administrator password secret, as should your partner. You and your partner need
administrator rights, but your children do not. If they get to know your password, (and
children tend to do this really quickly) they can log on as you, and your efforts will
have been wasted.

You should also change your administrator passwords regularly.
As children grow, it is good practice to get them used to thinking about complex
passwords, as this is the standard they will need to work to in upper secondary

school, university or college and the workplace.

A “strong” password is defined as 8 or more characters containing letters,
punctuation characters, numbers and a mixture of upper and lower case letters.

It is not as hard as it sounds. Here are some ideas to get you started.

Word Strong password
Canalboat cC@ON@IbO@t
railways r&!lw@ys
homework hOm3wORk

It doesn’t take long to get into a good password habit.

Remember, a password may as well not be there if it becomes known, or is
easy to guess, and this includes yours as the computer administrator.
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Setting up Parental Controls.

This is one of the major strengths of Windows 7 and is well worth taking a look at.

@va}- » Contral Panel + All Control Panelliems + Parental Cantrols » User Contrals

Set up how JaneS will use the computer
Parental Contrels:
*) On, enforce current settings

® Off

Windows Settighs

Time ligits
J Controffivhen Janes uses the computer

Gamey
Contrffl games by rating, content, or title

Alloyffand block specific programs
alloff and block any programs on your computer

Current Settings:

| Janes
| Standard user
| No Password

Parental Controls:

March 2012

CBT: NC State knock...

Gay-spying verdict s...

PFT: 49ers enter the ...

Antibiotic resistance:...

;Z/ KNV

WYl
w
Ry W///f,, /
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& Santander

You can find it here. The first thing to do is to turn it on by selecting the On, enforce

current settings radio button.

This makes a slight change to this screen.

<% | ‘searc

Control Panel

Set up how JaneS will use the computer
Parental Controls:

® Cn, enforce current settings

5 off
Windows Settings

be Time limits
Control when Janes uses the computer

Games
Control games by rating, content, or title

7 Allow and block specific programs
Allow and black any programs on your computer

Time Limits:
Game Ratings:

Program Limits:

March 2012

Mutant bunny crushe...

Teen texts cop: 'l hid...

Scary anti-smoking a...

Biden enters the fray

A 6568 v
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You can now work through the three options that have appeared.

Let’s start with the Time Limits option which is usually of most interest to parents.
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A simple block chart appears, and all you have to do is colour in when you want the
internet to be active for that account.

Control when JaneS will use the computer

@uvm- + Control Panel + All Control Panel ltems » Parental Controls + User Controls » Time Restrictions = [ 4| [ Search Controt Panel m
y Forecasted
Fo 1iegl

Click and drag the hours you want to block or allow. ) 3

Hour

00 01 02 03 04 05 06 07 08 09 L

Menday
Tuesday
Wednesday
Thursclay
Friday

Saturday

Sunday

[ Allowed

Blocked
B elocks March 2012

Why no word on Hou...
Seavey becomes you...
Marines asked 10 dis...
PET: Lions give Johns...

4 9396 v
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As an example below, we have allowed this account to have internet access from 7:30am —
8:30 am and from 16:00 — 18:00 at night. We have also allowed longer periods at the
weekends. How much you allow and when is a matter for you to talk about with your child.

@Qvl# » Control Panel » All Control Panel ltems » Parental Controls » User Controls » Time Restrictions = [ 4 | [ Search Controt Panet ﬁ
Forecasted
| |
2

Control when JaneS will use the computer

Click and drag the hours you want to block or allow. 9

Hour
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Monday

Tuesday

Wednesday
Thursdlay
Friday

Saturday
Sunday

[ Allowed

[ Blocked

March 2012

Fall from grace: Chin...
Cubans occupy churc...
Lawsuit: US evangeli...

Experts: 30 to 50 per...

////

I
/é{///////é;////é// ////////,% &» Santander

The white areas shgwshen that account can access the internet. Once you are happy with
this, click on OK
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The next thing we need to think about it games. The question you have to ask appears on

the screen when you click on Game Ratings

Set up how JaneS will use the computer
Parental Controls:

® On, enforce current settings

© Off
Windows Settings

¢ Time limits ]
ha Time Limits:
Control when JaneS uses the computer

Game Ratings:

Games Monday

Control games by rating, content, or title Program Limits:

7 Allow and block specific programs
Allow and block any programs on your computer

March 2012

4th straight record d...
CBT: Craft leads Ohio...
Delicate rescue save...
'US hostage” surface...

4912 v

"’/” /”ﬁ’/& %

i o

f”’////%é‘” //%/////é/
- o0 2 @

7///
/

& Santander

This brings you here.

2
£l (7]

@uvm- + Control Panel + All Control Panelltems + Parental Controls + User Controls » Game Controls = [ 4| [ Search Controt Panel 2|

Control which types of games JaneS can play

Can JaneS play games? 8 4

@ Yes

Block (or sllow) gaNgs by rating and content types
Set game ratings

imum allowed ratitly BBFC R18+, including unrated games

e descriptors blockedNglone .

Blocf(or allow) any game on yourNgmputer by name
ck or Allow specific games

ays blocked: None
ays allowed: None

D

© 0 2 @ (W G
You have control over Whether or not they can play games at all.
Then you can set the rules.

Let’'s assume that games are allowed, and how we set the rules up.
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@u.p} < All Control Panel Items + Parental Controls » User Controls » Game Controls » Game Restrictions

Control which types of games JaneS can play
If a game has no rating, can JaneS play it?

@ Allow games with no rating

) Block games with ne rating

Which ratings are ok for JaneS to play?

The Pan European Game Information, and British Board of Film
Classification defines these ratings.

Monday

PEGI3+
For ages 3 and higher

Nl Universal (BBFC) March 2012
2 Should be suitable for all ages 4 and higher

PBT: D'Antoni quits ...

PEGIT+ - : - -
For ages 7 and higher Birth pain relief opti...

Stolen truck crashes ...
Parental Guidance (BBFC) olen truck crashes

For ages8 and higher. Parents are advised to consider whether the content may upset
younger or more sensitive children Fatty food link to po...

é & Santander

You can choose from an age-appropriate list that suits the needs of your child.

Here, we have given the account access to 7+ age games, but not those that require

parental guidance
= [ 4| [ Search Controt Panel m
s Fnl(a;te 2
For ages 3 and higher !"y 10 2

9 3

Universal (BBFC)
W should be suitable for all ages 4 and higher

PEGIT+
For ages 7 and higher

Parental Guidance (BBFC)
For ages 8 and higher. Parents are advised to consider whether the content may upset
younger or more sensitive children

PEGI12+ /BBFC12+

) For ages 12 and higher March 2012

- @ BBFC15+ Cops: Invisible Childr...
- For ages 15 and higher

US soldier suspected...

PEGI16+ = =
: For 2ges 16 and higher “This American Life' ...

Cops: Invisible Childr...
= PEGI18+ / BBFC 18+

/A
4// // - / ’////, % & Santander

b 1

i mF u/

4

As you can see, there is a lot of choice available.
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Finally, we can look at Programme limits.

= [ 42| Search Control Panzi

Set up how JaneS will use the computer
Parental Controls:
@ On, enfarce current settings

o off

Janes
Standard user

No P d
Windows Settings o Passwor

bt Time limits : on

Control when JaneS uses the computer

Up to PEGI7+
Games
Control games by rating, content, or title Program Limits: Off

1 Allow and block specific programs
Allow and bleck any programs on your computer

March 2012
Primary slog will hav...
Bear bites woman in...
Gasoline drives cons...
Rare Marilyn Monro...

A 24 v

F
26

Nk NN 7
lgf{////ﬂ;’/(,{‘ %4/////%

é

@th} <« All Control Panel Items » Parental Controls » User Controls » Application Restrictions

Which programs can JaneS use?
® JaneS can use all programs

@) JaneS can only use the programs 1 allow

March 2012

Obama's image on A...
Woman strangled by...
Thieves nab bell fro...

Afghan president: Ge...

4 6164 ¥

////

/ & Santander

Let’s say that we want to choose what programmes are allowed.

To do that, select the second radio button.
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A wait occurs while the programme builds a list of applications your child can use. As the
computer is scanning for every single programme on your computer, this may take a few
minutes. The list is likely to be quite long and may contain items you have never seen
before. As a general rule, you should look for the suffix .exe after programme names.

Which programs can JaneS use?

@ka& < All Control Panel ltems » Parental Controls » User Controls » Application Restrictions = Search Contral Panel W
Forecasted
#e |

(€ JaneS can use all programs 4 9 3

@ JaneS can only use the programs 1 allow

Check the programs that can be used:

File Description Product Name
I UASE 1UF exe IWIICTOSOTE LITECTA Setup <unknown>

C:\Program Files (:36)\Common Files\Windows Live\.cache\ 334769511 cbdbe7ld
[T &L DXSETUP.exe Microsoft Directi Setup <Unknown> L
C:\Program Files (x86)\Commaon Files\Windows Live\.cache\a81193301cc599501 I Monday

[ MeshBetaRemover.exe  MeshBetaRemaver <Unknown>
Ci\Program Files (:86)\CyberLink\PowerDVD9
(18 Activate.exe Activate Application Activate Application

[C1@PDVDLaunchPolicy.exe  PDVDLaunchPolicy Application PDVDLaunchPolicy Application March 2012
[C1& PowerDVDg.exe PowerDVD 8.0 PowerDVD
[E]@L povDIServ.exe PowerDVD RC Service PowerDVD RC Service 5
Cost of energy drives...
[T 5 CLDnChk.exe CLDrvChk <Unknown>

C:\Program Files (x86)\CyberLink\PowerDVDI\EvoParser Parents' last resort: ...

[Z)€d CLUpdater.exe CLUpdate Application <Unknown>

14 years old: Too yo...

Add 2 program to this list: Check All Uncheck All e

Wy LAl
et
f ////// % /// /,‘ 4 & Santander

This is time consuming and often an area that parents do not want to enable. Remember, if
you allow all programmes, then that is exactly what your child can get. Restricting, time
consuming though it is, allows, for example an older child to have access to a game installed
on the computer while denying it to a younger one.

The most usual programmes enabled are:-
Internet explorer

Email

Microsoft Office

Microsoft picture viewer

Anti-virus software

The choice is yours, but please do not be tempted to remove items that you have not seen
before. Some programmes install their own updating programmes and it would be unwise to
uninstall these. For example, if you disable McAfee updater then your virus definitions will
quickly become outdated and your computer will be at risk.
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We hope you find this guide useful, but nothing will ever be as good as regular e-safety
discussions in the family, and an easy way by which they can tell you they have a problem.
(Remember, it is not always easy for a child to look you in the eyes and tell you something.)

Finally, your school has an Acceptable Use Policy and this is a very good starting place for
creating one for your home. You are responsible for your internet connection and what
comes over it. It is therefore reasonable to set ground rules for what can and cannot be
downloaded.

A recap of the rules.

Administrator: You can do whatever you like on the computer. You can add/remove
programmes, devices and printers. Standard users (and they should be everyone else who
uses that machine) cannot.

Other computers in the house: You need to run through this guide with every computer in
the house. Even if your child has their own computer or laptop that is only ever used in their
bedroom, there are good reasons why they should not be administrators of that computer
until they reach the maturity of decision that you consider appropriate. Remember, an
administrator can do whatever they like.

Passwords : You need one as the administrator. Each user needs one that they can
remember. The moment a password becomes known, it is useless. And if the worst should
happen you can create a password reset disk.

.
@@-L@{ <« All Control Panel Items usarmWManageA(munts » Changean Account

Control Panel Home
changes to your user account
Manage your credentials
Change your passwerd

Create a password reset dick

Remove your password
Link online IDs Administrator

Change your picture \ Password protected

Configure advanced user .
9 ) Change your account name

profile properties

[+ " P
Change my environment B Change your account type

wvariables

& Manage another account Monday

@& Change User Account Control settings ] 9

March 2012

Santorum: If | win ll...
Video: Unanswered ...
Video: Romney, Sant...
Video: Afghan massa...

See also

% Parental Controls A 14 ¥

8 // "’/ “
f’f4/ '« /é?gh// / g 6 / / & Santander
R N

ﬁJ’m‘?&@gJ

You will need a USB flash drive to use this facility.
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Passwords for Parents and Carers.

Children are like little sponges when it comes to what is happening around them. They
quickly learn parent logons, and even PIN numbers.

Here are some general “Dos and Don’ts” regarding your passwords!

» Avoid letting children use your logon — they will have administrator rights and can
make any changes they wish, including upgrading their own user account to admin.

» Change your password every 90 days or so.

» Avoid using the same password for multiple online accounts, especially if they are
things like online shopping, or personal information accounts such as social
networking.

» NEVER use the “remember my password” facility. This has led to massive financial
losses for parents over the years. Enabling things like “Buy with one click” from
Amazon, or letting and internet browser remember your e-bay password is not good
practice.

» Your mobile phone needs a lock code. These days, mobile phones are far more than
just phones — they are internet browsers, email clients, and more! Anyone acquiring
your phone should it be lost may be able to access a huge amount of personal
information and may well put you at risk. Although it can be a nuisance to have to
unlock your phone every time you want to make a call or send a text, just talk to
people who have had their phone stolen to know just how nasty it can be.

“Acceptable Use” in the home.

All schools, colleges and companies have “Acceptable Use Policies”. These set out what is
and is not OK to do on the computers. It is a good idea to have that discussion at home too.
If your children know the parameters that are acceptable, there will be no
misunderstandings. With younger children, they can make a poster for the fridge with “Dos
and Do Nots” on.

As they grow, you will need to renegotiate not only what they can do, but where and when.
Always remember though — you are providing the internet or mobile phone facilities. It is not
a right, it is a privilege — and one that can be withdrawn if rules are broken.

Lastly, remember that it can be very difficult for a young person to tell you that something
has happened online — particularly if it happened as a result of them breaking your house
rules on use of the internet and mobile phones. Giving your child a non-verbal way of telling
you they have a problem is better than not knowing about it in the first place.
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